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HTTPS Configuration

About This Chapter

The Hypertext Transfer Protocol Secure (HTTPS) protocol provides secure web
access using security mechanisms provided by the Secure Sockets Layer (SSL)
protocol, including data encryption, identity authentication, and message integrity
check.

18.1 Overview of HTTPS

18.2 Licensing Requirements and Limitations for HTTPS
18.3 Configuring the Device as an HTTPS Server

18.4 Configuration Examples for HTTPS

18.1 Overview of HTTPS

Secure HTTP (HTTPS) supports the secure sockets Layer (SSL).

HTTPS improves device security using SSL:

e Allows authorized clients access the device securely and rejects unauthorized
clients

e Encrypts data exchanged between clients and the device to ensure data
transmission security and integrity and implement secure management.

e Defines access control policies based on certificate attributes and controls
access rights of clients to defend against attacks from unauthorized clients.

As shown in Figure 18-1, an SSL policy is configured on the device (an HTTP
server). After the HTTPS server function is enabled on the device, users can use a
web browser to log in to the device (an HTTPS server) and manage the device on
web pages.

Figure 18-1 Logging in to an HTTPS server through the web browser
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18.2 Licensing Requirements and Limitations for HTTPS

Involved Network Elements

Other network elements are not required.

Licensing Requirements

HTTPS is a basic feature of the router and is not under license control.

Feature Limitations

None

18.3 Configuring the Device as an HTTPS Server

Prerequisites
A server SSL policy has been configured. For details on how to configure a server
SSL policy, see Configuring a Server SSL Policy.

Context

The HTTPS server function allows users to securely access the device on web
pages.

When users access a remote device functioning as an HTTP server, the following
problems exist:

e Users cannot authenticate the device.

e Privacy and integrity of data transmitted between users and the device cannot
be ensured.

To solve the preceding problems, configure the device as an HTTPS server. The
device uses the SSL protocol's data encryption, identity authentication, and
message integrity check mechanisms to protect security of data transmitted
between users and the device. These mechanisms ensure that users securely
access a remote device on web pages.

Procedure
Step 1 Run system-view
The system view is displayed.
Step 2 Run http secure-server ssl-policy ss/-policy
An SSL policy is applied to the HTTPS service.

By default, the server SSL policy applied to the HTTPS service on the device is
default_policy.
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Step 3 (Optional) Run http secure-server port port-number
The port number is set for the HTTPS service.
By default, the port number of the HTTPS service is 443.
Step 4 (Optional) Run http secure-server manager-port port-number

The management port of the HTTPS server is enabled and the management port
number is set.

By default, the management port of the HTTPS server is disabled.

(11 NOTE

Only users at level 3 and higher levels can log in to the web platform through the
management port.

Step 5 Run http secure-server enable
The HTTPS server function is enabled on the device.
By default, the HTTPS server function is enabled on the device.

--—-End

Verifying the Configuration

# Run the display current-configuration command to check the configuration of
the HTTPS server.

<Huawei> display current-configuration | include http secure-server
http secure-server port 1026

http secure-server ssl-policy user

http secure-server enable

18.4 Configuration Examples for HTTPS
18.4.1 Example for Configuring the Device as an HTTPS Server

Networking Requirements
As shown in Figure 18-2, users access the gateway Router through web.

To prevent data intercepting and tampering during data transmission, a network
administrator requires that users use HTTPS to access the Router securely.

Figure 18-2 Networking diagram of HTTPS server configuration
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Configuration Roadmap

Procedure

Step 1

Step 2

Step 3

The configuration roadmap is as follows:

1. Create a VLAN and a VLANIF interface, and configure the interface to allow
enterprise users to access the router.

2. Configure a server SSL policy and apply the default PKI domain to the server
SSL policy. The CA server is not required.

3. Configure an HTTPS server to ensure confidentiality and integrity of data
transmission between users and the Router.

Create a VLAN and configure the interface.

# Create VLAN 11 on the Router.
<Huawei> system-view

[Huawei] sysname Router
[Router] vlan batch 11

# Add Eth2/0/0 connecting to users to VLAN 11.
[Router] interface ethernet 2/0/0
[Router-Ethernet2/0/0] port link-type access

[Router-Ethernet2/0/0] port default vlan 11
[Router-Ethernet2/0/0] quit

# Create VLANIF 11 and assign IP address 10.1.1.1/24 to VLANIF 11.
[Router] interface vlanif11

[Router-Vlanif11] ip address 10.1.1.1 24
[Router-Vlanif11] quit

Configure a server SSL policy.

# Apply the default PKI domain default to the server SSL policy.

[Router] ssl policy userserver type server
[Router-ssl-policy-userserver] pki-realm default

# Set the maximum number of sessions that can be saved and the timeout period
of a saved session are set.

[Router-ssl-policy-userserver] session cachesize 20 timeout 7200
[Router-ssl-policy-userserver] quit

Configure the HTTPS server.
# Bind the SSL policy userserver to the HTTPS server.

[Router] http secure-server ssl-policy userserver

# Configure the port number of the HTTPS service.

[Router] http secure-server port 1278

# Enable the HTTPS server function on the Router.

[Router] http secure-server enable
Warning: The HTTP server has not configured with SSL policy. Continue starting HTTP secure server? [Y/N]:
y

This operation will take several minutes, please wait
Info: Succeeded in starting the HTTPS server

Issue 13 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 841



Huawei AR Series Access Routers
CLI-based Configuration Guide - Security

18 HTTPS Configuration

Step 4 Verify the configuration.

# Run the display ssl policy userserver command to view the configuration of

the SSL policy userserver.

[Router] display ssl policy userserver

Policy name

Policy ID

Policy type

Cipher suite

PKI realm

Cache number

Time out(second)

Server certificate load status
CA certificate chain load status
SSL renegotiation status
Bind number

SSL connection number

rsa_aes_128_cbc_sha

# Start the web browser on a computer, and enter https://10.1.1.1:1278 in the
address box. The web management system is displayed, and you can manage the

Router on the web pages.

--—-End

Configuration Files

Configuration file of the Router

#

sysname Router

#

ssl policy userserver type server
pki-realm default

session cachesize 20 timeout 7200

#

http secure-server ssl-policy userserver

http secure-server enable
http secure-server port 1278
#

vlan batch 11

#

interface Vlanif11

ip address 10.1.1.1 255.255.255.0

#

interface Ethernet2/0/0
port link-type access
port default vlan 11

#

return
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